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Abstract 

Broadband access networks—including 
those built with advanced HFC, wireless, 
and fiber technologies—have unique net-
work security concerns. This paper ana-
lyzes the security threats present in such 
networks, and it develops a general secu-
rity threat model for broadband access 
networks. Significant threats include 
masquerade and eavesdropping. 

The paper then examines cryptographic 
techniques appropriate for countering 
these threats, focusing on authentication 
and encryption. It considers the strengths 
and costs of various alternatives. The final 
section discusses practical implementa-
tion issues, particularly those that arise 
because of the potential size of access net-
works and because of the data rates at 
which they operate. These characteristics 
demand security measures that are very 
scalable and capable of very high speed 
operation. 

Security Threats 

Like any other network infrastructure, 
broadband access networks face an array 
of threats to their correct operation. Mali-
cious parties may attempt to steal service; 
they may try to deny service to legitimate 
users, and they may attempt to compro-
mise the confidentiality of network users. 
Compounding these traditional security 
threats, access networks face a unique 
and challenging problem: customer prem-
ise equipment. 

Unlike enterprise and backbone net-
works, significant components of the ac-
cess network are not under the physical 
control of the network operator. In fact, 

customers, who may have easy physical 
access to these network elements, may 
well be the most likely attackers. This 
situation exacerbates two broad security 
threats, masquerade and eavesdropping. 
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Figure 1 cpe is not controlled by operator. 

Masquerade 

In most communication networks, es-
pecially those provided as a commercial 
service, the operator must know the iden-
tity of its users. Collecting revenue, for 
example, usually depends on knowing 
who to bill. When attackers masquerade, 
they disguise this very information.  

masquerade: The pretense by an en-
tity to be a different entity in order to 
gain unauthorized access.[1] 

Customer premise equipment can make 
the threat of masquerade particularly 
acute. The equipment is sitting inside (or 
just outside) the potential attacker’s 
home, waiting to be reverse-engineered, 
modified, or even relocated. Some may 
find the temptation irresistible. “For in-
stance, right now you can type in ‘TiVo 
hack’ on Google, and you’ll get a thou-
sand sites of hard drives that are com-
promised at the user’s premises.’[2] 

Successful masquerades can have 
many consequences. Attackers may pirate 



service by pretending to be a legitimate 
user, or they may intercept key exchange 
messages so as to decipher encrypted 
communications. Masquerade is also one 
step in a more wide-scale attack such as 
device cloning. 

Eavesdropping 

Customers of communication networks 
often presume that the information they 
exchange using those networks remains 
confidential. Attackers that eavesdrop 
compromise that confidentiality. 

eavesdropping: The unauthorized in-
terception of information-bearing 
emanations.[1] 

Access customers are often particularly 
sensitive about their privacy. Customers 
have objected strenuously when the net-
work operator has apparently violated 
their privacy,[3] even to the point of in-
volving senior members of the us Con-
gress.[4] The expected repercussions 
would be significantly more severe if pri-
vate information was exposed to an unau-
thorized third party. 

On most access networks, customer 
premise equipment heightens the threat 
of eavesdropping. Access networks fre-
quently rely on shared media, where the 
physical media for information transfer—
coaxial cable, fiber optics, or wireless 
spectrum—is shared by many users. This 
characteristic means that information 
transmitted to one user is inherently 
available for reception by other users. In 
fact, with early cable modem deploy-
ments, it was quite easy to eavesdrop on 
your neighbor unintentionally.[5] 

Countermeasures 

Fortunately, the science of cryptogra-
phy has developed countermeasures to 
combat these security threats. Authenti-
cation protects against masquerade, and 
encryption can prevent eavesdropping. 

Authentication 

Authentication protects access net-
works against masquerade attacks by giv-
ing users or devices a way to prove their 
identity. 

authentication: A security measure 
designed to protect a communica-
tions system against acceptance of a 
fraudulent transmission or simulation 
by establishing the validity of a 
transmission, message, or origina-
tor.[1] 

In access networks, authentication al-
lows untrusted network elements, such as 
customer premise equipment, to prove 
their identities to trusted equipment 
physically controlled by the network op-
erator. Table 1 lists the trusted and un-
trusted elements for common access net-
work technologies. 

Table 1 Parties to Authentication 

 Trusted Untrusted 
HFC CMTS Cable Modem
802.11 Access Point Wireless Client 
PON OLT ONU 

 
To prove their identities, untrusted 

elements demonstrate their knowledge of 
a secret value. The most straightforward 
approach relies on a shared secret such 
as a password. The trusted element 
knows the passwords of elements that it 
must authenticate; the authentication 
process requires that untrusted elements 
prove they know the same shared secret. 

One obvious way to authenticate using 
shared secrets is for the untrusted ele-
ment to simply send the password to the 
trusted element, as in figure 2. A disad-
vantage to this approach is that the 
shared secret is transmitted, in the clear, 
across the access network. If an adversary 
can intercept those communications, the 
adversary can learn the shared secret and 
impersonate the untrusted element. 
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Figure 2 Simple password authentication. 

Fortunately, there are simple crypto-
graphic techniques that can significantly 
improve the security of shared secret au-
thentication. A common approach relies 
on special mathematical functions known 
as hash functions or message digests. A 
message digest is a one-way function: it is 
easy to compute but extremely difficult to 
reverse.  For example, figure 3 shows the 
result of computing the Secure Hash Algo-
rithm[6] on a block of input data. The 
mathematical properties of the algorithm 
are such that, given only the output from 
figure 3, an adversary cannot deduce any 
information about the original input. 

"ABCDEFGHIJKLMNOPQRSTUVWXYZ"

80256F39 A9D30865 0AC90D9B E9A72A95 62454574

SHA-1

 

Figure 3 A message digest algorithm. 

Figure 4 illustrates how message di-
gests improve the security of authentica-
tion exchanges. Both the trusted and un-
trusted elements share a secret, but the 
value of that secret never crosses the ac-
cess network. Instead, the trusted ele-
ment sends the untrusted element a chal-
lenge. The untrusted element combines 
that challenge with the shared secret and 
computes the message digest of the com-
bination. It only sends the result of this 
digest computation across the network. 
Even if an adversary is able to intercept 
this message, the adversary will not be 
able to derive the shared secret. 
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Figure 4 Digest authentication. 

Although message digests solve many 
of the technical security problems with 
shared secrets, they can’t eliminate the 
operational burden that shared secrets 
impose. A Hybrid Fiber-Coax (hfc) network 
serving 100,000 subscribers, for example, 
would require that the operator maintain 
100,000 different shared secrets, provi-
sioning the appropriate values in each 
Cable Modem Termination System (cmts), 
managing additions and deletions, pro-
tecting their values from theft, and so on. 

Some technologies minimize the opera-
tional burden by adopting a common 
shared secret for all network elements.[7] 
Although this approach may make opera-
tional issues more manageable, it pro-
vides substantially less security. With a 
common secret, the trusted network ele-
ment cannot verify the individual identity 
of an untrusted element; all the untrusted 
elements know the secret value. For ac-
cess networks, this vulnerability may al-
low one subscriber to impersonate an-
other, an unacceptable deficiency in many 
environments. 

For a more secure approach to the op-
erational problems of shared secrets, ac-
cess networks can use asymmetric en-
cryption. Asymmetric encryption relies on 
a pair of related keys. One key, known as 
the public key, can be made public, even 
to potential attackers. The other private 
key is known by only one party. Asymmet-
ric encryption algorithms use the mathe-



matical properties of these keys so that 
information enciphered with a public key 
can only be deciphered with the corre-
sponding private key, and vice versa. 

Figure 5 shows a typical authentication 
sequence based on asymmetric encryp-
tion. The very first step is the critical one. 
In that step the untrusted network ele-
ment sends its public key to the trusted 
element. This communication can safely 
take place even if adversaries are able to 
intercept it; there is no danger in having 
an attacker learn a public key. 
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Figure 5 Authentication with public keys. 

After the first step, the process is very 
similar to figure 4. The trusted element 
generates a random challenge, enciphers 
that challenge using the public key, and 
sends the result to the untrusted element. 
The untrusted element must then deci-
pher the communications to recover the 
original challenge. Since the untrusted 
element is the only party that knows the 
private key, it is the only element that can 
recover the original challenge. By doing 
so, and by returning that challenge to the 
trusted element, it proves possession of 
that private key. 

Even though authentication using 
asymmetric encryption resembles authen-
tication with message digests, the extra 
step at the beginning is very significant. 
With asymmetric encryption the trusted 
element does not have to know the secret 

value, it simply learns the public key di-
rectly from the element it is authenticat-
ing. 

Asymmetric encryption does introduce 
one additional factor in the authentication 
process. Figure 5 shows how a trusted 
element can verify that an untrusted ele-
ment possesses a specific private key (the 
one corresponding to the exchanged pub-
lic key). But how does the trusted element 
ensure that the keys are the right ones? 
Certificate authorities provide that assur-
ance. 

A certificate authority (ca) vouches for 
the authenticity of a public key. It creates 
a digital certificate that includes the pub-
lic key, a distinguishing feature of the 
party possessing the public key, and the 
certificate authority’s digital signature. As 
long as the trusted element in the access 
network believes the ca, it can verify the 
untrusted element’s public key. 

Encryption 

Although cryptography is often critical 
to authentication, its more glamorous 
function is encryption. 

encrypt: To convert plain text into 
unintelligible forms by means of a 
cryptosystem. [1] 

In access networks, encryption protects 
against eavesdropping. An attacker may 
be able to intercept a network’s communi-
cations, especially if the network relies on 
a shared media. But if that communica-
tions is encrypted, the information con-
tent will remain unintelligible to the at-
tacker. 

The effectiveness of encryption as a se-
curity measure depends on several fac-
tors, including the particular cipher algo-
rithm, its implementation, the size of 
cryptographic keys, and their generation 
and management. The most common 
measure of encryption strength is key 



size, as measured in bits. Key size allows 
objective comparisons between different 
encryption approaches. 

In July of 1998, the Electronic Frontier 
Foundation demonstrated a special-
purpose (but relatively inexpensive) 
hardware system that could exhaustively 
search for the cryptographic key used to 
encipher given ciphertext. To demonstrate 
its effectiveness, the eff was able to dis-
cover a 56-bit key in 56 hours, although a 
full search of all possible keys would have 
taken 9 days.[8] Table 2 shows how long 
that same (1998) technology would take 
to exhaustively search the key space for 
various key sizes. 

Table 2 Strength of Key Sizes 

Key Size Network Search Time 
24 bits APON 180 microseconds
40 bits 802.11 12 seconds 
56 bits DOCSIS 9 days 

128 bits future 116 ~ 10BI years 

 
Despite the popular focus on key sizes, 

most deployed encryption systems are ac-
tually broken because of implementation 
flaws. Those flaws have included poor 
random number generation,[9] poorly de-
signed algorithms,[10] weakness in how 
keys are scheduled for use,[11] and weak-
nesses in how keys are derived.[12] Unfor-
tunately, there is no simple way to assess 
the strength of these factors in an encryp-
tion system prior to actual deployment. 

The utility of encryption in an access 
network link is sometimes questioned be-
cause the access network is typically only 
part of an end-to-end communication 
path. Users that desire real security will 
have to adopt their own measures to pro-
tect the end-to-end path, and these secu-
rity measures could potentially make ac-
cess network encryption redundant. This 
argument is false. However, because it 
does not consider all the information that 
can be obtained through eavesdropping. 

Figure 6 shows a typical use of end-to-
end encryption: the user is accessing a 
Web site with the Secure Sockets Layer 
(ssl) protocol.[13] If the user purchases 
an item from the Web site, ssl encrypts 
the contents of the transaction to protect 
the user’s credit card number. The ssl 
protocol, however, does not obscure the 
identity of the Web site. The eavesdropper 
may not be able to intercept the credit 
card number, but he can certainly dis-
cover that the user made some purchase 
from a specific Web server. Most users 
would consider that to be a violation of 
their privacy, and only link encryption 
within the access network itself can pre-
vent it. 
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Figure 6 End-to-End Encryption. 

Relying exclusively on end-to-end en-
cryption also places a considerable bur-
den on the access network’s users. Not 
only must they employ appropriate secu-
rity measures themselves, they have to 
recognize when those measures are 
needed. The need for security may be ob-
vious in applications such as Web brows-
ing, but it may be quite obscure for ser-
vices such as the transport of pbx traffic 
to the operator’s central office. 

Implementation Issues 

The science of cryptography has pro-
vided network designers the principle 
tools required to make access networks 
secure: authentication and encryption. Ef-



fective engineering of access network se-
curity requires applying this crypto-
graphic theory to practical systems. Most 
implementations rely on combinations of 
public key based authentication, shared 
secret authentication, and traditional 
cryptographic ciphers. 

Authentication with Public Keys 

Because of the operational burdens 
that shared secrets impose, authentica-
tion based on asymmetric encryption is 
generally considered the most effective, 
practical technique for authenticating ac-
cess devices. Creative attempts to use 
shared secrets in an access network, in-
cluding common secrets (e.g. ieee 802.11) 
and automatically learned passwords 
(e.g. itu g.983[14]) have proven to be inef-
fective.[11][12] 

When implementing public key authen-
tication, network designers must chose an 
appropriate public key infrastructure 
(pki). The important components of a pki 
include the particular asymmetric encryp-
tion algorithm, the format of public key 
certificates, and the certificate hierarchy. 

The asymmetric encryption algorithm of 
choice for most applications is the rsa ci-
pher invented by Rivest, Shamir, and 
Adleman.[15] rsa is the algorithm of 
choice for Web security[13] and for the 
Cable Labs Data-Over-Cable Service Inter-
face Specifications (docsis).[16] 

Opposition to rsa based on intellectual 
property concerns were addressed in Sep-
tember of 2000 when rsa Security, Inc. 
released the technology to the public do-
main (a few days before their us patents 
would have expired).[17] The technical 
merits of other algorithms, such as those 
based on elliptic curve cryptography 
(ecc),[18] appear to be limited to special 
environments not typical to access net-
work. (ecc calculations require substan-
tially fewer computational resources than 
rsa for equivalent levels of security, but, 

because authentication in access net-
works is generally very infrequent, the oc-
casional requirement for lengthy calcula-
tions is not normally a problem.) 

Public key certificates are almost exclu-
sively formatted according to the itu’s 
x.509 standard.[19] Most of the recent 
work on enhancing and extending x.509 
has taken place within the Internet Engi-
neering Task Force.[20] 

Shared Secret Authentication 

One domain in which public key au-
thentication is not effective is authenticat-
ing humans. Most people find it very diffi-
cult to remember lengthy random num-
bers, and very few are able to perform the 
complex calculations of asymmetric en-
cryption. Despite their weakness, pass-
words have proven to be the most effec-
tive authentication tool for human users. 

Access networks that need to authenti-
cate individual users as well as customer 
premise equipment, may use both public 
key and shared secret authentication. 
Figure 7, for example, shows a cpe that in-
cludes an embedded 802.11 wireless ac-
cess point. 
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Figure 7 Combined authentication. 

The network may use asymmetric 
encryption to authenticate the cpe and a 
password to authenticate individual wire-
less clients that attempt to connect to the 
access point. Note that the initial version 
of the ieee 802 protocol for password-



based authentication, ieee 802.1.x,[21] 
has been shown to have significant vul-
nerabilities.[22] 

Ciphers 

One of the more interesting challenges 
facing developers of next generation ac-
cess networks is the selection of an ap-
propriate encryption algorithm. Clearly, as 
table 2 demonstrates, the algorithm must 
be capable of support 128-bit keys, but 
there are many competent ciphers with 
that capability. The challenge lies in find-
ing a cipher that can be implemented 
economically and still operate at the high 
speeds demanded by next generation 
networks. 

Much of the private sector research into 
encryption ciphers has focused on algo-
rithms that can be efficiently implemented 
in software. The data rates of next genera-
tion access networks, however, will likely 
require hardware implementations. Con-
sidering the large number of subscribers 
that a single trusted element may sup-
port, efficient hardware implementation is 
critical for economically viable products. 

This problem has led some network 
technologies to create their own confiden-
tiality algorithms, without the benefit of 
cryptographic professionals. The results 
have been predictably poor.[12] 

Fortunately, recent cryptographic re-
search has begun to consider hardware 
implementation efficiency. Table 3, par-
tially adapted from material presented as 
part of the National Institute for Stan-
dards and Technology’s competition for 
the Advanced Encryption Standard,[23] 
lists representative hardware implemen-
tations for a few important ciphers. 

The final algorithm in the table, W7, is a 
byte-wise stream cipher developed spe-
cifically for hardware implementation in 
high speed access networks. It has been 
published as an Internet Draft.[24] 

Table 3 Hardware Implementations 

Algorithm  Throughput Area (gates)
3des 407 Mbps 148,147 
Rijndael 1.95 Gbps 612,834 
W7 2 Gbps 20,375 

Conclusions 

As in all commercial data networks, se-
curity is a critical component of next gen-
eration access networks. Security for ac-
cess networks, however, is particularly 
challenging because of customer premise 
equipment. The fact that elements of the 
network may be physically located on the 
premises of potential attackers requires 
that network designers take great care in 
the security of their designs. In particular, 
access networks must protect against 
masquerade and eavesdropping attacks. 
Fortunately, modern cryptography pro-
vides the tools necessary to defeat these 
attacks. Strong authentication, typically 
based on asymmetric encryption, assures 
operators of the identity of communicat-
ing network elements, and advanced en-
cryption, particularly using ciphers opti-
mized for high speed operation in hard-
ware, prevents eavesdropping. 
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