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Ahstract

MetroNet is a low cost, hidh performance
data communications network which is based
on a svynerdgistic combination of broadband
analod, didital and Packet switching com-—-
munication technolodies. MetroNet is seen
a5 a means of pProviding a cost e¢ffectives
data communications 1link ta the small
business and residential consumer market
over currently derloved cable svstems.

A descrirtion of the marketing and
network communication requirements for
MetroNet, alond with deneral architectural
considerations - both hardware and
software, are discussed.

1. Iloitraoducting

The evolution of new services offered
bv cable crerators is beind driven by the
demands of users and franchise authorities
for additional value added services and
the need of MSOs to denerate new revenue
streams. An area of active investidation
by many MSOs is the provisioning of a two
wavy data communication 1ink over the cable
rnetwork. This data link is the backbone
aver which mane of the contemplated ser—
vices will be provided.

Twa market sedments would appear to
have significant need (in terms of traffic
valume) for a data communications back-
bhone: the business market and the residen-
tial consumer market. The business market
cantains users having a substantial data

commuriication need and who would welcome
the carpacity, torology and cost saving
rotential of a CATY network as an
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alternative to the Public Switched Tele-
phone Network (PSN). This market is beind
driven by the attemets of manvy companies
to improve white collar worker rroduc-—
tivity by derloving "Office «f the Future"

enhancements. The second market sedment
is that of the residential consumer.
Unlike the business market, the residen—

tial consumer market does not vet exist
and will have to be develored.

The telecommunication services which
are beind develored for the home consumer
environment are usually consolidated under
the umbrella of Videotex Services. It
would arPrear safe to assume that the cost
of providing network access and transeport
will have a strong bearind on the ultimate

renetration of Videotex services in the
residential market. This raPer will
describe a network which directl

addresses the needs of the residential
marketprlace and will focus on descriting a
deneral architectural ovéerview of
MetroNet, a CATV redicnal data netwsrk.

It is projected that the consumer
market will erovide combinations of audio.
textual and grarhical information to the
home subscriber. To many expertss the
emersence of this market during the decade
of the 80“s 1is a certaintv. The onlvy
question which remains is whether the
market will evolve as an extension of
rlain old telerhone service (POTS) or
whether it will be pProvided by an alter—
nate local distribution svstem: the cable.
(] It is our contention that the rnature
of the service (data), the traffic charac-
teristics of the service (bursty transmis-—
sion and long holding times), the tvpe of
rlant the service is provided on (circuit
switched. analod) and the recent movement
of local telerhone comPanies to cost based

pricind (desidnated Universal Measured
Service) will make the pProvision of
Videotex services over the currently

derloved Public Switched Network (PSN) a
costly and unattractive offerind. As a
cost effective alternative, Videotex Ser—
vice could be provided by local CATV fran-
chises.



MetroNet is a low cost» high rperfor-
mance, data communication network and is a
synerdistic combination of broadband ana-
lods didital and pPacket switching techno-
logies. Utilizing standard cable ™
facilities» MetroNet will provide a tran-
sparent, high rerformance, communication
srstem incorporating distributed network
intellidence. For the residential consu-
mer market, MetroNet will be compatible
with all existing (subseplit and midselit)
cable svystems. Unlike other prorPosed CATY
data networks. MetroNet makes ne assump—
tion as to where in the network control
and service nodes are located. As such,
MetroNet is completely deneralized as to
service node derlovment. The MetroNet
srystem architecture will pProvide the
interconnection of a wide rande of sub-
scriber and service nodes: confiduration
flexibility, and the ability for a low
cost ephased introduction of service.

One of the underlvind desisgn dgoals of
MetroNet 1is that it must provide todav‘’s
Videotex services inexpensively vet stil)
have the flexibility required for future
network drowth and arplications. The den-
erality of the svstem enables it to effec-
tively service a wide rande of user appli-
cations ~ from control and secuyrity moni-—
toring svstems to Packetized LPC voice and
data.

This Parer will Provide an overview
of the MetroNet Svystem. Among the areas
discussed will be:
¢ Residential Market Resuirements

¢ Network Reauirements

® MetroNet's Network Architecture

2. EBesidential.Market Beauicemeats

This section begins by addressing the
home telecommunication market and extrapo-—

latind the consumer network reduirements
by examining the rande and tvpes of ser-
vice which will be derloved. The

intention here was not to studvy 311 possi-
ble future services in dreat detail, but
rather to forecast deneral trends in the
developrpment of this market and to estimate

their impact on the telecommunications
network that will transport these ser—
vices. These Prodections were used to
create a network traffic model in an
effort to evaluate the network perfor-
mance,

Forecasting service demands for the
residential marketrplace is not a straight-
forward undertaking. Indeed, manvy studies
conducted durindg the last decade have

developPment of this
market. [2] Generally, these forecasts
came as a result of anticiration of the
results of the intedration of new computer
technology and advances in both telerhone
and cable television communication ser—
vice. It was expected that this intedra-
tion would make possible and, indeed, sub-
stantially 1lower the cost of a wide
variety of services that previously were
not handled electronically.

predicted rarid

However, in many cases changes have
been slower than expected. Excert for a
broader variety of television pProdramming,
increased use of video dames, and sSome
custom calling features. the home telecom—
munications market is not appreciably dif-
ferent from that of ten vears ago.

Manvy reasons could be offered for
this belated development. Primarv amond
these is the resuirement that manvy actors
in the marketrlace have to undertake
activities simul taneouslvy, Generally,
there is not one driving force but manvy.
The offering of a service such as elec-
tronic funds transfer necessities signifi-
cant resource allocation on the prart of
bankss communication comPanies, informa-~
tion processing firms, and residents.
Market sidnals have to be very clear
before this investment will be forthcom-
ind, Individuals or firms that mavy lose
market share should <conditions chande,
e.d. sellers of parer» may delavy throush
ledislative or Judicial means. Finallvy,
redulatory wuncertainty has also resulted

ip reluctance on the pPart of market parti~
cirPants to make the required investments.

Manvy of the forces which would tend
to exrand the home telecommunications
market stil) exist today ., but counter
forces are alsa Present. Thus, one of the
fundamental desisn criteria for MetroNet
was that the network architecture had to

be modular and allow for either rarid or
slow develorment of the consumer market—
place.

The Potential rande of these new ser-
vices encompess such diverse areas as
enerdy manadement, home security, bark and
shor at home. video dames. electronic
directories and Personal data storase, to
name a few. While the pProjected market
for these services is expected to he sidg—
nificant, the most difficult issue at this
time is identifving those services which
form the base or "ecritical mass" for the
developrment of this marketrlace. Unlike
the Business Marketrplace, which is being
driven by a need for dreater Productivity
in the office market, the residential con-—
sumer is motivated by a different set of
needs. Most consumers acceptance of a new
service ( or set of services) will be



based on the savinds or perceived savinsgs
that the service offers to the subscriber.
Table I summarizes the kevy services., their
traffic characteristics, and their market
renetration by 1990. The reak traffic was
develored from a model of each pProsprpective
service. It should be emprhasized that
these services were used as an indication

of the core or critical mass of services
and formed a baseline for the network
traffic model.
E TABLE 1 '
H H
t H Peak Traffic { Penetration !
i SERVICE H Bits/Sec/ i (Total) H
: ! Residence { Households
! i H
1) Home Bankina i 2.6 ! 30% {
i2) Home Shorpping! 11.35 { 2357% }
H -Comrarison | ! !
! ShorrPing ’ 7.1 1 S0% H
H -Reservations! .12 i 20% H
i3) Electronic i ! i
' Mail 1 2.66 ! 2% !
{4) Electronic H $ i
! NewsParer H ! H
! - News ! 15.5 i 20% H
' - Public H H !
! Notices H .16 ! 30% H
' - Classified ! 1.6 ' 0% H
H - Fipancial ! 1.75 { 10% }
i3) Information | 1 i
H Services H ! !
H ~ References ! 15.5 ! 30%
H - Traffic } H !
H Conditions! 6.5 ! 20% '
! - Software H H H
i Packases | .77 H 10% !
{6) Security H i H
H Services H .3 1 S% i
i17) Enersgy H H !
H Manasement | 14 H 10% 1
t8) Education H H i
H Prosram H 37. ' S% i
19) Medical H H H
H Monitoring ! .3 H 1% H
{10)Entertainment! i H
! Services ! i s
H ~ Video Games! 1.468 H 30% i
3 - Gaming H .20 t 15% 4
3. Netwark Reauicements
MetroNet will act as the intedrated

data communications backbone for all value
added services to the home. This role
Places some rather uniaue resuirements on
the network implementation. MetroNet must
support a wide rande of arplications, manv

of which have not been identified (in
Table I above) or develored. In the
design of MetroNet, it was realized that

the network should provide a wide ranse of
performance, customized to the needs of
each application. Wideband, low delavy
aPpPlications should coexist with nar—
rowband. delavy tolerant aprlications
without reauiring the latter to rpPar the
cost of the former. Furthermore, as more
data traffic, users and arplications are
midrated to an intedrated. regional data
communications network. an increasind
number of them will reauire privacy and
security features to safesuard their data
from other users. These features should
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be modularliy included so that wusers not
resuiring these services do not pav for
them and, further, that the full intercon-
nectivity of the network is not comprom-—
ised. Stated ancther wav» a secure user
should be able to ortiocnally invoke the
security and Privacy services of the net-—
work.

A summary of the network desidn
assumptions and reauirements is shown in
Table 1I1. These assumptions and resuire-—
ments were used to define the MetroNet
svstem architecture and discuss such
issues a5 Network topolody, banduwidth,
connectivity and control.

The choice of a network architecture
was most strondly affected by the follouw-
ind network reauirements:

¢ The network would have to surPrPort
bursty, data tvre traffic.
¢ Network bandwidth is assumed to be a

scarce and valuable resource.

¢ The network will be derloved in a hos—

tile environment.

could be
in desidn to
product 1line,

The first two reauirements
met by a network similar
SYTEK”s System 20 LocalNet
that is, a distributed intellidence,
packet switched network. However. the
third resuirement mandated that some form

of centralized network administrative con-
trol be provided to prevent fraud (both of
the network and of other users).

In the development of the MetroNet
architecture, it became arparent that con—
sideration must be diven as to haw the
services depicted in Table I are provided.
Specific issues considered with resrect to
service erovisioning, included: who Pro-—
vides the service, the location of the
service node, the size of the service node
-~ amond others.

A comrarison was made between cen-
tralized vs decentralized service node
derlovment. A centralized service node
was characterized as being located at (or
trunked to) the cable svstem headend. In

all services are pProvided .
by the MSO. A decentralized network
architecture would allow service nodes to
be phvsically located anvwhere in the net-
work. Services mavy or may not be provided
by the MSO - that is, many service nodes
would be Provided by ocutside vendors or
entrerenuers. The non— MSO service nodes
would still generate a revenue stream for

this scenario.,



TABLE 11

Network Reauirements

Assumetions

¢ Market - The network will be designed
to suport the small business/ residential
market

¢ Traffic - The network will be desisned
to support didital data tvepe traffic

& Torolody ~ The network will be imple-—
mented over a broadband CATV network which
exhibits a "tree" tvrPe pPhvsical torolosgy

¢+ Bandwidth - Ne twork bandwidth is
assumed to be a scarce and valuable
resource. It is assumed that the network
will be impPlemented in a subspPlit cable
svstem with a maximum of 25 MHz (one wavy)
allocated for data services

¢ Environment - The network will be
derplovyed in a hostile environment and be
subjected to both accidental and eremedi-—
tated attacks,

¢ Standards - The network architecture
will not necessarily conform with IEEE (or
other standard ordanizations defined stan—
dard network, The network. however, will
conform with the ISO seven level Pprotocol
architecture and will Present standard
interfaces to connecting nodes and net-
works.

General Besuirements

¢ Caracity - The network will be carable
of supportindg a subscriber base of at
least 90,000 subscribers. More complex

svystems of multiely interconnected net-

works mavy be derloved.

¢ Cost - The network will be cost effec—
tive for the consumer marketelace.

¢ Planning Cvcle -~ The network should
not exceed allocated RF spectrum caracitvy
for at least a 10 vear pericd after ini-
tial deplovment and Frovisions for
expPanded drowth must be included in the
basic architecture.

4 Adaetability - The network will be
flexible extensible and will surport
current and future services

* Access Time - Under maximum loading

conditions, the network will acceet and
transmit 99% of the pPackets it receives
within 100 milliseconds.

¢ Geodrarhical Extent - The network will
be able to support traffic within a 20
mile radius of the network head end or
some other centralized network node col-
lection pPoint. Provisions for expanded
deodrarhic coveradse must be included in
the basic architecture.

Cannectivity

¢ Connectivity - The network will allow
for the losgical interconnection of anvy two
nodes.

¢ Node Location - Nodes. both subscriber
and server, mav be phvsically located anv~—
where in the network.

¢ Communication Services - The network
will provide a full range of communication
services

& Connection Throughput - Subscriber
nodes will have a throughrput of at least

19.6 Kb/s

¢ Internetworking - The network will
allow for the connection to and from off

network nodes eprovided the eroper inter-—
faces and connections exist.

Network Control

¢ Access and Authorization - The network

will be able to identify, authenticate and

dgrant or deny access of any node to the
transport services of the network. This
implies that the network will Prosses an
enforcement mechanism which can deny net-—
work access toc unautharized nodes.

4 Security - The network will be able teo
protect itself adainst vandalism (both
phvsical and electrical) theft (both from
the netwerk and authorized users) and
attacks adainst user data privacy

¢ Monitoring - The network will erosses
digital and analog monitoring carabilitey
for maintenance,traffic allocation, and
accounting PurpPoses

Reliahilitx

¢ Reliability - The network will be
reliable such that the entire svstem down-—
time is less than three minutes per month

¢ Network Control Nodes -~ The network
control nodes will be confidured in such a
fashion so as to meet the network relia-
bility requirements.



the MSO in the form of traffic on the net-
work, more services for the consumer, node
access chargess etc. Furthermore, the MSO
could provide billind suprort for these
service nodes so that the consumer
receives Just one bill, not multirle
bills, for Videotex Services.

Another area which was investidated
was the issue of service node reliabil-
ityy, complexity and size. The 1last area
to be considered was the redulatory imract
on a centralized vs decentralized servinsg
arrangement. For regulatory reasons
alone. it is projected that a centralized
service node architecture will leave the
MSD oren to long term ledal entandlements
and resulation. This reasoning is based
on a pProjection of "creerind” redulation.
Noteworthy examPles which come to mind are
recent mandates reauirins the CATV indus-
try to eprovide two way carability (FCC),
interconnection of franchises {various
state PUCs), and some censorshir of CATV
offerinds {(various franchises). This

concern arpPears to be substantiated by a
recent M. I.T. rerort on redulation of the
CATV Industry [4].

To further pursue the issue of cen—
tralized vs decentralized service node
derlovyment an examination of the effort
and time needed to add new services and
features to a svstem was rperformed .A sum—
mary of these findings are shown in Tabhle
II1 and clearlv favor decentralized serv-—
ind arransements.

Based on the assumptions and network
requirements from Table I1 and the
requirement that service nodes be distri-
buted throushout the netwark, it is
arParent that the needs of the redional
area data network could be provided bv a
distributed intellidence, rPacket switched
network. However, it was decided that a
centralized network control function which
allowed the network administrator to con-
trol network access: subscriber node
derlormentsy and distribute traffic was
alsoc necessarv. The resultant hvbrid net-
work is MetroNet. It is felt that
MetroNet Provides an ortimum mixture of
decentralized network intellidence and
reliability with centralized control.
Additional flexibility is provided in that
MetroNet will allow for the deplavment of
either centralized or decentralized ser-
vice nodes.

TABLE 111

NETWORK ARCHITECTURE — CENTRALIZED VS
DECENTRALIZED
~SERVICE RELATED ISSUES-

H H
H i Central | Decentral |
i H H H
iEffort to add H H '
tnew services ! Harder { Easier H
1] 1] [l ']
] L} (] ]
iEffort to H H H
tincrease service! 3 |
icarability | Harder i Easier H
H H H i
IEffort to H i H
idevelor service | Harder { Easier H
' H H H
iTime to develor | H H
inew service i Londer t Shorter |

) [} ?

' :

4. Meirodhet Architecturse

MetroNet is a pracket switched data
network which provides communication via
the CATV distribution network. The net-—
work consists of three deneric tvres of
nodes ~— network control and monitoring
nodes, user nodes, and network interface
nodes. The network architecture for for
MetroNet 1is outlined in Fisure 1. A net—-
work consists of the followind elements:

Cable Distribution Svystems

o Data Channel Access Monitor (DCAM)
Network Control Nodes

o0 Network Access Controller (NAC)

o Network Traffic Monitor (NTM)

o0 Network Resource Manadger (NRM)

User Nodes
o Subscriber Node
o Server Node

Network Interface Nodes
o Intranetwork Links (ortional)
o Internetwork Gatewavys (optional)

The core network consists of the
cable distribution system, the Data Chan~—
nel Access Monitor, the Network Access
Gontroller, the Network Resource Manader,
the Network Traffic Monitor. and two nodes
which want to communicate with each other.

A typical session in MetroNet is initiated
when a subscriber node signals the Ne twork
Access Controller (NAC) and is allocated
channal bandwidth. The subscriber then
jnitiates a session with the Network
Resource Manader which authenticates the
session reauest and assidns a specific
network channel for the subseduent ses—
sion.



Information flow in the network would
be from each node toward the head end.
The headend receives each upPstream
transmission and rebroadcasts it on a
sPpecific downstream channel. The headend
contains the enforcement mechanism which
Prevents network adccess (that is - it
Prevents network packet retransmission) of
unauthorized pPackets. Authorized packets
are rebroadcast downstream toward the net—
work nodes. A1l session transmissions are
monitored by the Network Traffic Monitor
(NTM) which dathers network usase statis—
tics for load manadement and accounting
PUrPoses, If MetroNet extends bevond the
local deodrarhical area. the network can
be connected through either an Intranet-—
work Link or an Internetwork Gatewavy. The
function of these components are summar-—
ized in the followind sections.

To Subscriber/Server

CP ] ) ] L
f‘) Network Network Network
Acces Resource Traffic
° “1’ Controller  Manager Monitor
Gateway Cl
*([':D subscriber Subscriber
r Terminals Terminals
)
|

Link

Subscriber
Terminals

Server Nodes

e

Cabhle_Distributian Netwark

Figure 1
4.1

MetroNet utilizes broadband coawxial
CATV cable as its pPhvsical communication
medium. Analod video aeplications can
share the same cable as the MetroNet data
network. Since broadband CATV is a direc—
tional broadcast tranmsmission svstem based
on a sindle, rooted tree, Physical topol-
odv, each network node can broadcast their
transmission in one.direction. ur the tree
towards the CATVY head-end. The head~end
contains a frequency translatien device
(DCAM) which rebroadcasts the transmission
from the root of the tree downstream ta
all attached nodes. MetroNet exrloits the
directional asprects of the CATV transmis—
sion svstem to achieve full connectivity.
MetroNet transmissions are contained 1in

27

an upstream (low fre-—
(hidh fre—
with either

two frequency bands:
quency) and a downstream band
quency) and are compatible

subsplit or midsplit cable svstems. In a
subsplit CATV svstem the band from 3 to 20
MH2z is tverically used for transmissions
towards the cable head end. The outbound
directorvy will be contained in a 25 MHz
band somewhere in the 54-400 MHz redion.
It should te Pointed out that the actual

frequency allocations of the inbound and
outbound bands are wunimportant 1in the
MetroNet architecture.

The
urstream

MetroNet architecture divides the
and downstream bandwidth into
multirle lodical channels throudh the use
of Fredquency Division Multiplexind (FDM).
Frequency Shift Keving (FSK) 1is wused to
modulate RF carriers to create individual
data channels. Each MetroNet data channel
will bhave a throushput of 1232 Kb/s and is
carpable '¢f suprporting hundreds of wusers
because of both the CSMA/CD access mechan—
ism and the packet switched format.

As was Previouslr specified. cone of
the requirements of MetroNet will be ta
Provide access to network transeport facil-
ities and user accountabilitv. Both of
these requirements will be met throudgh the

use of a semi—intellidgent head end - the
Data Channel Access Monitor (DCAM)
The DCAM at the CATV srstem headend

will perform two functions:

¢ It will receive the upstream channel
transmission (data pPackets) and rebroad-
cast these transmissions from the headend
in a spPecified downstream channel to all
attached user devices., and

¢ It will, under direction of the Network
Access Controller (NAC), examine every
data packet epassing throudgh each headend
channel. Packets from unauthorized net-—
work users will not be rebroadecast to the
network. This stratedy will prehibit
unauthorized network access and mis~—
directed billinds bv “sroofing" of the
Network Traffic Monitor.

teadend will be ordanized
basis. Each network data
of a (1ow btand) demodula-—
verificatien unit. and a
Each drour (~10)

The network
en a rPer channel
channel consists
tory, a packet
(high band) modulator.

of DCAM modules ¢ one module per channel)
will have a "hot" stand bv in case of
failure of the online unit. Reliabilitw

is provided through 1 for N redundancy in
DCAM wunits. It should be noted that even
if there were a failure in beth a front
line and back up DCAM module, the
remainder of the network would be wunaf-—-
fected and continue to operate. The net-
work protocol architecture will te config-



ured in such a wavy that if a DCAM module
were to fail, the user nodes would default
to their home channel and the Network
Resource Manpager would then reassign nodes
to other data channels. The majority of
users probably could recover and be reas-
sidned to other data channels without
detection of a network fault. (It 1is
anticirated that the only Jdiscernible
effect to a user would be a short delav or
dead time before the network would recon—
fidure and it is suddested that such a
delay midht be difficult to discern from a
server node slowdown).

Network sgrowth would Proceed on a
channel by channel basis. Cable svystems
which require more data channels would be
outfitted with more channels while smaller
svystems could be sized arPpPropriatelv.

It should be pPointed out that the
network 1is ordanized so that nodes can be
located anvwhere in the network. Network
control nodes, subscriber nodes or server
nodes may be located phrvsicallvy anvwhere
within the network. The only centralized
network component will be the DCAM located

at the headend which is under the NAC-’s
control, and except for monitoring of
racket verifiers, its opPeration is pas-

sive.

4.2 Netuwark. Cantcal _Nodes

There will be three tvres of network
control nodes in MetroNet-— the Network
Access Controller, the Network Traffic

Monitor and Maintenance Nodes and the Net-
work Resource Manader.

The Network Access Controller (NAC)
is under control of the network adminis—

tration and will allow it ¢to restrict
unauthorized users access to network
resources. The maJjor resource protected

is that of network transport services.

The basic function pPerformed by the
NAC is to provide network channel access.
The Network Access Controller will main-
tain one or more data bases containindg a
list of valid wuser addresses. and user
node ID“s. The Network Access Controller
can be located anvwhere in the network tut
will be connected by a set of out of band
channels to the head end. The use of wout
of band channels between the NAC and DCAM
will prevent attacks on the DCAM by mali-
cious network users that would prevent the
DCAM from beind out of communications with
the NAC. The major PurPose of the NAC is
to give the MSO control of the network.
This "centralized” control function
though, mavy be located anvwhere in the
network.

The next major network control node
is the Network Traffic Monitor and Mainte~
nance Node. A Network Traffic Monitor
(NTM) will be assigned to each network
data channel. The network traffic monitor
will collect information on:

¢ source/destination node traffic statis-
tics =~ these statistics will be used for
accounting Purroses

¢ data channel throughput and utilization.
This information will be transmitted as
necessary to the NAC for traffic load lev-
eling.

Furthermore: it is expected that the NTM
will be able to monitor individual node
status and collect information about:

0 node ur/down status
o node throughput
o node response time distribution

The actions of the NTM will be Pas—
sive (except for its interactions with the
NRM). It is anticipated that during non
reak business hours the NTM could consoli~
date user usade and Henerate network Lil-
lind information. A second function of
the NTM will be to perform analog measure-

ments of individual channels, cable and
amPplifier qualitvy. Network Monitoring
Probes will be situated throughout the

network and interrodated as necessary
(over the data channels) by the NTM. This
should allow the network administrator ta
detect network svystem faults both before
and after occurrance. It should be noted
that these network Probes could be used to
detect acts of vandalism <(both rhvsical
and electrical) adainst the network. The
centralization of network status will per~
mit cost effective, implementation of net-
work maintenance policies.

The last function to be Performed b
the NTM node will be diadnostics of net-—
work eauirment -~ both network cantrol
nodes and wuser nodes. If administraticn
costs are to be minimized. autoematic
remote diagnostic checks of equiPment
attached to the network will be necessarv.
In some cases,» the NTM will only be
responsible for interrodatind other net-
work components or denerating test sig—
nals, However, the NTM will be chardged
with the responsibility of accumulating
network diagnostic information, catalosing
it, disabling faylty network equipment as
reauired, and reconfiguring the network to
minimize the effect of failures or damasge
caused bv vandals. Like all MetroNet con-
trol nodes the NTM can be located anvwhere
within the network.



The last control node to be discussed
here is the MNetwork Resource Manader
(NRM). The NRM, like both the NAC and NTM
can be 1located anvwhere in the network.
The NRM is accessed directly by a network
user node, and will allow:

¢ Network users to set up connections by
symbolic names without knowing the desti-
nation address.

¢ Network users to interact directlv with
the NRM; ie — directory look up
It is expected that the network

will be responsible for the
NRM data base. The NRM will rprovide the
basic tools allowing network users the
ability to tuild their own directory Jdata
bases for session set up throudh the use
of symbolic address names.

administrator

4,3 DNetwark. lUser Nodes

The network user nodes will consist
of two tvpes, subscriber access and server
nodes. The subscriber access nodes, (ter-—
minal)s, will be the most common in the
network. The subscriber nodes will perform
the followind functions:

¢ Communication Interface to MetroNet

¢ Data terminal

It is expected that the disrlay rpror-
tion for the terminal will be the standard
home television receiver. The attachment
of the data terminal will transform its
function from a simPle TV receiver to that
of a small pPersonal compPuter which can
call upon the data and information ser-
vices attached to MetroNet.

The communication interface 1in the
terminal will provide the followind func-—
tions transparantly to the user:?

¢ Interact with the NAC for channel access

¢ Interact with the NRM for session ini-

tiation

¢ Interact and select, under network

management contreols a data channel on
which to operate for this particular
session

¢ Maintain and disconnect sessions as
necessary

¢ Format and address Packets wusindg an

internal MetroNet communications protocol

suite

¢ Control access to assigned data
band- width duringd a session
CSMA/CD network access mechanism.

channetl
usind a

¢ Control the local and dlobal flow of
data over the MetroNet channel to prevent
condestion and data loss durind a session

¢ Detect errors throudh the use of Cvclic
Redundancy Checks (CRC) and correct errors
through retrans mission of lost or damaded
rPackets.

It is anticipated that the terminal
will be suprlied by the cable MSO to the
subscriber, Just as current descramblers
are provided. Each terminal will contain
(either as a serParate svstem. or
intedrated into the terminal node) a Net-—
work Access Unit (NAU). The NAJ contains
the RF modem and didital circuitry which
implements the necessarvy pProtucols used to
interface the user’s terminal esuirment to

the network., The RF modem will be
desidned to be fresuency adile aver the
entire data network spectrum. Each NAL

contains a Network Access Unit Identifica-
tien Numter (NAU ID) which is in Permanent
storadge within the unit. The NAU ID is
unisue for every network node and 1is the
mechanism by which the NAC recodnizes a
particular billable user. It should be
rPointed out that the NAU ID is serarate
from the unit address and is never broad-
cast to the network. TampPerind with the
NAU ID is designed to dive an attacker no
real benefit. Theft of an NAU ID is
rroughly analodous to the theft of a credit
card. Also, NAL ID space is vervy spParse.
NAl} ID“s could be sixty four bits result-
ing in over 10 ## 19 different NAL ID’s.
Hence the Protability of sSuessing a valid
NAU In would be very small. These

Precautions, todether with the srPrecial
equirment and knowleddge needed to set a
NAU ID into a unit make it relativelr dif-
ficult for a user to falsifv his identitw
to the NAC.

The subscriber node will be able tao
receive combkinations of video- data,
graprhics, and audio. The specific format
of the audio will be srecified later but
it is anticirated tc reauire a throughput
of £ 1.2-1.2 Kb/s. The subscriber termi-
nal will be able to respond and transmit
data and drarhics. (It is not exrected or
required that the Terminal be able te for-
mulate audio. If this capability were to
exist, there is nothing to Prevent its
transmission over MetroNet. however.)

The second tvpe of user node is the
network server node. Like all other trres
of nodes it can be located anvwhere in the
network. In most all aspects, Server
Nodes are identical to Subscriber Nodes in



the communication services that are pro-
vided to the node. Service nodes will
rerform the followins functions:

¢ Communication Interface to MetroNet

¢ Server aprrplications

The communication interface to
MetroNet will vary from lookind simitar to
the subscriber node (for the smalier
nodes) to beind able to access multirle
data channels concurrently (for the larder
server nodes). Three seneralized inter-—-
faces to MetroNet are envisioned at this
time.

& A server node which has a sindle NAU
and can support one session at a
time.

¢ A server node which has two modems.
In this node, one of the NAU’'s is
alwavs tuned to the home channel! and
the other NAU is (after the first
session) tuned to a specific data

channel, Subseaquent sessions are
transferred to this channel after the
first session is initialized. The
data channel modem and Packet commun-
ication eauipment is carable of han-—-
dlind multirle sessions on a sindle
data channel. Ideally the limit of
the server node to handle concurrent
sessions should be the rate limiting
ster for the number of concurrent
sessions the Network Access Unit can
Process. Further requests for ses-
sions directed at this node by the
NRM over the home sidgnaling channel
will be met with "node busvy"
resrPonse, or the NRM mavy provide call
queuindg services.

¢ A server node which has multirle
modems. In this confiduration, one
NAU is alwavs tuned to the home chan-—
nel while other NAUs are distributed
across various MetroNet data chan-—
nels. Each serarate NAU will be
carable of handlind multieple ses—
sions.

4.4 DNetuark.lnterface Nades

Network Interface Nodes are units
which either allow user devices to inter-~
face to the network or pProvide connec-—
tivity ¢to other network channels, remote
network sites (or subnetworks) and foreisdn
networks.

User Network Access Nodes (UNAN) wil]
Provide access to the network to users who
care to provide their own subscriber ter-
minals or server nodes. The UNANs provide

the same communication function as the
subscriber/server nodes. The UNAN will
contain a Network Access Unit ID (NAU ID)

and at least one network address (server
nodes will pProbably have multirle or
rotary network addresses). The UNANs

allow a1l the communication functionality
of network provided server/subscriber
nodes alond with a rangse of standard
interfaces.

The second class of network interface
nodes provides connectivity between
MetroNet "“subnetworks”. In the connota-
tion to be discussed, MetroNet will be a
drouP of subnets (and connectind nodes)
which share a common address sepace.
indeprpendent of their ephvsical 1location.
Serarate cable svstems are pPhvsically
interconnected and this is accompiished
throudh the use of a Link.

In its simplest form, the MetroNet
Link will perform a one to one mappPing of
specific packets from MetroNet subnetwork
channel to another MetroNet subnetwork
channel. The link will be resronsible for
channel access at subnets and flow control
of the transmitters if the destination
channel is opPerating under heavy usade.
The 1ink channel size (that is the size of
the channel between two 1inks) will have
to be sized to carrvy intranet rackets with
a minimum of delav. The size of this
channel will be a function of the amount
of traffic between subnetworks. The link
channel could vary from a dedicated TDM or
packet switched channel, but in all cases
will be derendent uron the Prarticular
traffic patterns between subnets. It
should be noted that subnets could be con-—-
nected by links with low srpeed channels
{Possibly common carrier).

Since the MetroNet Link will be a
network node-» it will oprerate both
automatically or under direction of the
NAC and NRM. The last class of network
interface node wil)l be the Gatewav. Gate-~
ways will erovide interconnection betuween
MetroNet and foreign networks. Foreisdn
networks are meant to include MetroNet
svstems not under the control of the net-
work administration, the PSN, Public data
networks (Telenets Tvmnet) and 0CCs, Ini-
tially Gatewavs will be able to interface
with the PSN and X.25 packet data net-
works. Gatewavys will be able to handle
both incoming and outdoindg sessions.

Gateways will be under the control of
the NAC and NRM. Sessions addressed to
nodes off of MetroNet will be directed to
a Gateway. The dateway will serve the
equivalent function of a tandem or class 4
office. Signallind to the remote nodes,



session initiation, and. where prossible,
reliable data transmission via error
detection and recovery protocols with
foreign networks will be handled by the
Gatewaw unit. Gatewavs will alsoc be able
to handle inkound session reauest from
remote nodes. This will reauire that the
portion of the session carried by MetroNet
be nesotiated through the NRM. It should
be noted that sessions which are initiated
offnet will probably be billed (for the

MetroNet portion, at least) to the desti-
nation node, However, as metropolitan
area networks Pproliferate this practice

mavy revert to those currently davernind
telerhone calls over the PSN.
4.5 Cammunicatiaon Praotacals

MetroNet implements a common Packet-

switched eprotocol architecture throughout
its component elements. The protocol
suite is desidned to be extensible, offer—
ind new?
& internal services,
& transmission media, and
¢ user device access methods.
with only localized chandes to the archi-
tecture and implementation.

Transmission bandwidth on a channel

is allocated in a distributed manner usinsg
a carrier—sense multiple-access with col-
lisien detection (CSMA/CD) access method.
This technique Permits each packet commun-—
ications unit to contend inderendently for
transmission access on one of the data
channels. The minimization of centralized
network control provides for high svstem
reliability, 1low transmission delav, and
higsh channel utilization. Each MetroNet
channel is indeprendent from all other
channels with respect to transmission
access:s thus supPorting simul taneous
transmissions on each confidured channel.

The
MetroNet
Interconnection Reference Model
modifications and extensions
redional network environment.
protocol larvers aret

Protocol architecture for
is based on the IS0 Oren Svstems
3] with
for the
The seven

* Apprlication— Provides srpecific services

to user devices

¢ Presentation— virtual terminal. format
translation, end -—to-end encryption ser—
vices

¢ Session— name to address maprPind, net-
work monitor and control services

N

o‘Transrort— flow and error controlled
virtual circuit and transaction services

¢ Network—- end—-to—-end addressing. routind
and datadram services

datadgram
transmission
Access Con-

¢ Link- per channel addressing,
services, error protection,
control (CSMA/CD) and Network
trol

half-durlex com—
distributed access con-—

& Phvysical- multirpoint.
munications with
trol.

It should be noted that the Aeprlica-
tions laver is usually rnot provided br the
network.

5. Summarxy

MetroNet will offer an intedrated
data communication svystem through the
derlovyment of a sophisticated packet

switched network. This network will allow
the use of existind CATV svystems to Pro-
vide the residential consumer with a wide
rande of value added services in a cost
effective manner. This network will not
only meet the current pProjected communica—
tion needs of the residential market, but
Provide the extensibility and flexibility

redquired to meet future drowth and new
jervices.
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